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MULTIPLE-CHOICE QUESTION
ANALYSES

1. Which of the following strategies is recommended to prevent eyestrain when looking at a
computer screen?

A. taking a two-minute break every four hours and looking into the distance
B. placing the screen an arm's length away and slightly below eye level

C. adjusting the room lighting so that it is as bright as possible

D. changing the color of the text to a light color against a white background

Correct Response: B. "Placing the screen an arm's length away and slightly below eye level"
prevents eyestrain. Focusing on the screen at this distance allows the ciliary muscles, which
control the shape of the eyes' lenses, to be at rest. Humans see more visual field below the
horizon than above. This is why the screen should be slightly below eye level. A is incorrect
because the computer user should take a two-minute break looking into the distance every
fifteen minutes, not every 4 hours (A). C is incorrect because bright lighting (C) should be
avoided. It can cause glare and increase eyestrain. It also gives the screen a washed out look
that makes it more difficult to view. D is incorrect because black print on a white background
is the best combination for eye comfort. Light colored print against a white background (D)
increases eyestrain.
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2. Researchers have found that interventions designed to reduce the time children spend
viewing screens, playing video games, and using computers result in declines in which of
the following health risks?

A. obesity

B. infectious disease

C. bipolar disorder

D. nutritional deficiencies

Correct Response: A. Studies have found that children in screen time reduction intervention
groups had statistically significant decreases in body mass index. B is incorrect because,
while a link via general improvements in physical fithess is possible, interventional studies
have not been conducted to demonstrate any causal relationship. C is incorrect because
bipolar disorder is a complex psychological diagnosis experienced by a subset of the
population without obvious mechanistic or studied causal links to screen time (C). D is
incorrect because improvements in healthy lifestyle choices may include, but don’t
necessarily include, a more nutritious diet (D).
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3. The primary difference between an email in a phishing attack and an email in a spear
phishing attack is that an email in a spear phishing attack:

A
B.
C.
D.

is personalized or includes personal information to make it appear legitimate.
is designed to mimic an email coming from a known business or organization.
attempts to trick a user into sharing sensitive account or financial information.

provides a link to a website where the user can enter the data requested.

Correct Response: A. A spear phishing attack email is personalized or includes personal
information about the target. The inclusion of personal information increases the chances that
the target will open the email and carry out other actions such as opening infected
attachments. B, C, and D are incorrect because, while a spear phishing attack email may be
designed to mimic an email coming from a known business or organization (B), attempt to
trick a user into sharing sensitive account or financial information (C), or provide a link to a
website where the user can enter the data requested (D), these are not what makes a spear
phishing attack different from other types of phishing attacks.
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4. A student playing an online video game receives a chat message that appears to come
from a friend's account that includes a link to a new plugin. The student installs and uses
the new plugin. Soon after, the student learns their friend did not send the message and
discovers unexplained activity and unauthorized purchases in their online gaming
account. The student has been the victim of a:

A. trojan.

B. worm.

C. direct denial-of-service attack.
D. social engineering attack.

Correct Response: A. One type of trojan, called a game-thief trojan, is a piece of malware
that, when installed, steals a user's game account information. This can result in "unexplained
activity and purchases in their online gaming account." B, C, and D are incorrect because a
trojan is different from a worm program (B), which automatically spreads copies of itself
between computers, a direct denial-of-service attack (C), where thousands of computers from
around the world send traffic to a website thousands of times per second shutting out
legitimate users and crashing the website, or a social engineering attack (D), which exploits
human psychology to trick people into handing over sensitive information.
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5. A proxy server is most likely to improve the security of an organization's network in which
of the following ways?

A. Critical data and system files can be backed up if the network is compromised.
B. The traffic load on the network can be balanced so that no one server is overloaded.

C. The IP addresses of network computers will be less vulnerable to attacks from
hackers.

D. Data transmitted to and from the Internet will be blocked whenever a threat is
detected.

Correct Response: C. A proxy server acts as an intermediary between the computers on an
organization's network and the Internet. This guards the IP addresses of the individual
computers from being visible from outside of the organization. A, B, and D are incorrect
because a proxy server is not involved in the backing up of files (A), the balancing of network
traffic loads (B), or the blocking of threatening data from the Internet (D). These functions are
typically carried out by network hard drives or cloud back-up services, routers, and firewalls
respectively.
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6. A student computer user downloads and installs an antivirus software program. The user
manually runs the software regularly, but opts to update only manually and infrequently.
This situation is most likely to result in which of the following outcomes?
A. Only files modified since the last update will be scanned.
B. The software may not identify files infected with newer virus signatures.
C. Data files scanned previously will not be scanned again.
D. The software may not be able to quarantine the infected files it finds.
Correct Response: B. Antivirus software must be updated frequently because new viruses
appear on a regular basis. Without the latest updates, the antivirus software cannot detect the

latest viruses. A, C, and D are incorrect because updates have no effect on which files will be
scanned (A and C), or on the quarantining of infected files (D).
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7. Websites that comply with the European Union's General Data Protection
Regulation (GDPR) must give visitors the option to opt out of the use of some cookies.
Which of the following factors could jeopardize the privacy of visitors using this process?

A. Opting out also prevents the use of security-enhancing cookies.

B. First-party cookies used by websites for functionality follow users from website to
website.

C. Losing tracking data due to opt-outs could decrease the advertising revenue of a
website.

D. Opt-out options may be hidden or deemphasized to prevent visitors from selecting
them.

Correct Response: D. While websites may meet the literal requirements for cookie opt-out
options under GDPR, these options may be "hidden or deemphasized to prevent visitors from
selecting them." A is incorrect because if "security-enhancing cookies" (A) are part of the
essential services of the website, for example to store user cookie preferences, they are
exempt from the GDPR policy and do not necessarily need to be covered under the opt-out
option. This must be covered under the website's cookie policy. B is incorrect because first-
party cookies are tied to the website and do not "follow users from website to website"(B). C
is incorrect because decreasing "the advertising revenue of a website" (C) does not
jeopardize the privacy of visitors.
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8. A student changes the settings in a Web browser to enable the private browsing mode.
This action will have which of the following effects?

A. The student will not be able to send or receive email while the browser is open.
B. The student's computer will not be visible on the Internet.

C. The websites the student visits will not be stored in the browser history.

D. The student's Internet activity will not be tied to the computer being used.

Correct Response: C. The purpose of private browsing mode it to keep any evidence of
browsing activities from being stored on a device after the private browsing session is closed.
Such evidence includes browser history and saved cookies. A is incorrect because during a
private browsing session, email can still be sent and received. B and D are incorrect because
private browsing does not provide the anonymity protections of a virtual private network or
proxy server, such as blocking visibility of the computer from the Internet (B), or
disassociating Internet activities from the computer being used (D).
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9. Which of the following strategies is likely to be most effective in preventing cyberbullying
in a school setting?

A. blocking personal mobile devices from logging on to the school network

B. encouraging students who have conflicts to meet with peer mediators to help resolve
differences afterward

C. using specific cyberbullying incidents as examples of inappropriate online behavior

D. developing a school climate that emphasizes social-emotional learning, team building,
and inclusion

Correct Response: D. Cyberbullying in schools is fueled by a lack of empathy and
compassion exhibited by both perpetrators and bystanders. To prevent cyberbullying, this
situation needs to be addressed by building a "school climate that emphasizes social-
emotional learning, team building, and inclusion" (D). A is incorrect because "blocking
personal mobile devices" (A) will not prevent cyberbullying on school devices. B and C are
incorrect because focusing on "students who have conflicts," (B) or "using specific
cyberbullying incidents as examples" (C), misses the point that cyberbullying is a reflection of
the emotional health of the school community as a whole, and not of just the perpetrators.
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10. To avoid unintentional software piracy, students should:

A. refer to end-user license agreements for terms and conditions.

B. use software on computers in their own homes.

C. download software from peer-to-peer sites.

D. share copies of original software only after receiving an upgraded version.
Correct Response: A. Students must understand software end-user license agreements in
order to avoid unintentional software piracy. These agreements specify exactly how the
software can and cannot be used legally. B is incorrect because even personal use in
students' own homes can constitute piracy. C is incorrect because peer-to-peer sites have a

reputation for sharing pirated software. D is incorrect because even after receiving an
upgraded software version, it is not legal to share copies of the earlier version.



Digital Literacy and Computer Science (71) Practice Test

11. Which of the following actions involving technology would most likely be considered
unethical but not illegal?

A. A hacker gains access to a company's network, copies personal financial data, and
saves it on a hard drive for use at a later date.

B. The owner of a website that sells nutritional supplements allows customers to freely
purchase medications that require a prescription from a doctor in their regions.

C. A theater teacher uses the school's network to send an email encouraging colleagues
to attend an upcoming school fundraising performance.

D. An Internet blogger with thousands of followers knowingly posts partial statistics and
slanted evidence related to a regional environmental issue.

Correct Response: D. Posting misleading information to deceive readers is unethical even
though it is legal under freedom of speech. A is incorrect because hacking into a company's
network to steal personal and financial data is neither ethical nor legal. B is incorrect because
supplying prescription medication without required documentation is illegal. C is incorrect
because there is nothing unethical or illegal about a teacher using their school's network to
send an email promoting a school event.
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12. The Children's Internet Protection Act (CIPA) requires that schools and libraries receiving
E-Rate discounts have in place technologies to:

A. store usernames and passwords safely and securely.

B. prevent minors from viewing obscene or harmful material.
C. deny access to questionable website content to all users.
D. monitor and log minors' total Internet usage time.

Correct Response: B. According to the Federal Communications Commission (FCC), "The
protection measures must block or filter Internet access to pictures that are: (a) obscene; (b)
child pornography; or (c) harmful to minors (for computers that are accessed by minors)." A is
incorrect because CIPA says nothing about the storage of usernames and passwords. C is
incorrect because the requirements pertain only to minors and not to all users. D is incorrect
because the requirements do not say anything about monitoring and logging minors' total
Internet usage time.
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13. A digital literacy teacher plans to make a year-end video showcasing their fifth-grade class
and the work students have done. One of the students in the class does not have a
video/image release form on file with the school office. In which of the following ways can
the student be represented in the class video without violating the Children's Online
Privacy Protection Act (COPPA)?

A. video of the class that shows the student, but not their face

B. images of work products captioned with the student's name

C. anonymous video samples of the student's digital art

D. audio interviews with the student in which they are not identified by name

Correct Response: C. Samples of a minor’s artwork may be shared without permission from
parents/guardians as long as they do not contain any identifying information. A is incorrect
because videos of student minors may not be shared without parent/guardian permission,
even if they do not show students' faces. B is incorrect because minor students' names may
not be shared without permission from parents/guardians. D is incorrect because audio
interviews with minor students may not be shared without parent/guardian permission, even if
the students are not identified by name.
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14. During a lesson on cyberbullying prevention, an elementary teacher discusses
characteristics of cyberbullying with students. Which of the following additional strategies
would best promote positive and responsible digital citizenship skills among students in
the context of this lesson?

A. illustrating for students strategies and techniques that will help them distinguish
between real and cyber experiences in the same way that adults do

B. familiarizing students with cyberbullying techniques, such as creating a fake persona
or website to harass someone or hacking into someone's account and sharing private
details and images

C. posting on the school's website links to parental control and monitoring software and
step-by-step protocols for preventing or blocking student access to social media
accounts

D. increasing students' knowledge of and empathy for the effects of cyberbullying, and
emphasizing the necessity of not sharing, tolerating, or providing feedback to
cyberbullying posts

Correct Response: D. Responsible digital citizens have empathy for victims of cyberbullying,
and they avoid supporting this behavior through the sharing, tolerating, or providing of
feedback to cyberbullying posts. A is incorrect because bullying should not be tolerated, no
matter the medium. B is incorrect because knowledge of techniques may help students
protect themselves, but does not get at the root issues around cyberbullying and its spread. C
is incorrect because monitoring student Internet activity and blocking student access to social
media will not provide opportunities to promote positive and responsible digital citizenship
skills among students.
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15. Which of the following strategies would be most appropriate for student computer users
who are interested in minimizing their passive digital footprint?

A. sharing only videos created by well-known influencers

B. refraining from liking or sharing social media content

C. ensuring that all online subscription services are set to be renewed manually
D. avoiding posting photos of school events on the school's social media site

Correct Response: B. A passive digital footprint consists of information about a person that
can be collected based on their online activities such as liking or sharing social media
content. A is incorrect because even sharing videos created by well-known influencers will
contribute to a user's passive digital footprint. C is incorrect because online subscription
services, regardless of how they are renewed, contribute to a user's passive digital footprint.
D is incorrect because posting photos of school events on any site will contribute to a user's
passive digital footprint.
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16. Which of the following uses of copyright-protected information is most likely to be
permissible under fair use guidelines?

A. A book reviewer quotes verbatim a few lines from a new novel as part of a review that
appears in an online magazine.

B. A language arts teacher scans an anthology of poetry and distributes digital copies to
students at the start of the school year.

C. A student downloads a graphic image from a non-profit website and uses it on their
own site, attributing it to the original website.

D. Aresearcher uses references at the end of a journal article as background information
for their own research.

Correct Response: A. Quoting a small excerpt from a copyrighted written work for the
purpose of commenting upon or critiquing the work is permissible under fair use guidelines. B
is incorrect because scanning and distributing digital copies of an entire anthology of poetry
adds no value and hurts the owner's ability to profit from the work. It is therefore not
permissible under fair use guidelines. C is incorrect because attribution is irrelevant to fair use
guidelines. D is incorrect because background research is permitted and one of the main
purposes of reference lists and thus needs no fair use doctrine protection.
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17. A teacher has instructed students working on a research project to maintain separate files
for their own writing and excerpts from outside sources. The teacher notices that a student
has cut and pasted an academic journal excerpt into the file intended for their own writing.
After instructing the student to move the excerpt to the file intended for outside sources,
which of the following scenarios illustrates the best way to respond ethically in this

situation?

A. sharing this information with the student's other teachers so that they can reinforce
appropriate use of resources

B. guiding the student away from the journal and toward similar open-access articles and
works in the public domain

C. showing the student how to cite the journal article while describing basic copyright
guidelines

D. instructing the student to sufficiently paraphrase the excerpt so that it does not need to

be cited

Correct Response: C. If the student believes that the excerpt may be useful to the research
project, the teacher should instruct the student in the ethical use of the excerpt. A is incorrect
because rather than involving other teachers, the teacher should take advantage of this
learning opportunity to cover proper citation methods. B is incorrect because there is no
reason to guide the student away from the journal since it can be used with proper citation. D
is incorrect because to sufficiently paraphrase the excerpt in order to avoid the need for
citation is not an ethical option.
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18. A software developer has created a new software application. Creating a software license
that users must review and accept before downloading the application will allow the
developer to:

A. disclose warranty disclaimers for the software.

B. ensure that the software is not shared with other individuals.

C. set the price the purchaser will pay for the software.

D. explain how to download and install the software.
Correct Response: A. By requiring the acceptance of warranty disclaimers before the
software is downloaded, the software developer is absolved of liability for harm done using
the software, within the limitations of the law. B is incorrect because accepting an agreement
cannot keep the user from sharing the software with other individuals. C is incorrect because
the establishment of the purchase price is not part of the software license. D is incorrect

because while it might be beneficial to provide installation information, it would not be bundled
with the license, a legal document.
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19. A student downloads open-source code under the GNU General Public License from an
online repository. Under this type of license, the student is allowed to:

A. modify the code and then embed it in software that is distributed under a proprietary
license.

B. use the original code for profit if licensing fees are paid to the repository.

C. freely modify and redistribute the code under the same copyright licensing terms.

D. distribute the code along with a school proprietary application.
Correct Response: C. The GPL allows users to freely modify and redistribute the code under
the same copyright licensing terms. A is incorrect because code covered under the GPL may
not be included (in original or modified form) in a product distributed under a proprietary
license. B is incorrect because code covered under the GPL may not be used for profit. D is

incorrect because school proprietary applications may not be distributed, even if included with
code covered under the GPL.
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20. A digital literacy teacher creates a website to explain project guidelines to students and
parents/guardians and to model Web design. The teacher tests the site on several popular
browsers before deploying it, but later receives feedback that the site does not display
properly and cannot be easily read on smartphones or other mobile devices. Students
would be at a disadvantage in this case if their households:

A. tend to adopt new technologies early.

B. rely on mobile-based translation apps.

C. prioritize mobile devices and connections based on cost.

D. prefer mobile devices because heads-of-house are younger adults.
Correct Response: C. To be disadvantaged is to be deprived of equal advantages due to
lack of resources, such as money to buy a computer. A is incorrect because early adopters
still have access to computers if they need them. B is incorrect because students can access

the site on a computer and still use their mobile devices for translation. D is incorrect
because, while they prefer to use mobile devices, they can still choose to use computers.
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21. Which of the following uses of digital imaging is an example of the application of artificial
intelligence to medicine?

A. reviewing images of eyes with an algorithm to identify glaucoma risk

B. attaching CT scans to an electronic health care record

C. allowing review of X-rays by doctors and patients via mobile application

D. tracking the height and weight of children over time
Correct Response: A. Artificial intelligence allows computers to analyze incoming data and
use the results to make a decision. In this case, the incoming data is the image file, the
analysis is the algorithm, and the decision is the identified risk of glaucoma. B is incorrect
because it does not involve any data analysis or decision making. C is incorrect because the

analysis is conducted by the doctors and patients, and not by a computer. D is incorrect
because the data is not analyzed or used to make any decisions.
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22. The presence of near field communication (NFC) in mobile devices facilitates:
A. seamless video chat while on the same network.
B. tap-to-pay mobile payments.
C. collection of step counts and other movement data.
D. instantly geotagging photographs.

Correct Response: B. NFC is an extremely short-range (4 cm or less) wireless
communication protocol for small amounts of data. This makes it an excellent choice for
communication between a credit/debit card and a reader during the tap-to-pay process. A is
incorrect because video chats require large amounts of data and long distances. C is
incorrect because collection of movement data is done either using a device's internal
accelerometer or through a wired or wireless connection of a remote accelerometer. When
wireless technology is used, it is over distances larger than 4 cm. D is incorrect because the
instant geotagging of photographs is done using a global positioning system and does not
involve extremely short-range wireless communication.
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23. A student uses a Bluetooth®-connected hearing aid to take in audio media, including from
a clip-on microphone worn by their teacher during class. Which of the following factors is
most important for the teacher to consider in order to facilitate the student's full
participation in class activities?

A. the distance between the student and the transmitting media source

B. whether the student has logon credentials for local Wi-Fi networks

C. the available bandwidth over cellular networks in the classroom

D. if the media volume is lower than an unaided student could hear
Correct Response: A. While Bluetooth® has a theoretical range of approximately 30 feet,
many factors in this particular application can reduce the actual range. These factors include
power constraints due to small batteries, antenna constraints due to small size, and signal
attenuation due to obstacles such as the bodies of other students in the classroom. B is
incorrect because Bluetooth® operates independent of local Wi-Fi networks. C is incorrect

because Bluetooth® operates independent of cellular networks. D is incorrect because the
media volume is adjusted by the student and not by the teacher.
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24, A common low-vision assistive technology is a screen magnifier, which enlarges a portion
of the text on a screen. Which of the following features of screen magnification would
most impede a student's ability to find information efficiently?

A. cost of the device

B. amount of scrolling required

C. blurry magnified text

D. non-magnified mouse pointer
Correct Response: B. The student can only read a portion of the text on the screen at one
time. This makes it necessary to scroll in order to read the entire page. A is incorrect because
a screen magnifier is an included accessibility feature of most devices free of cost. C is
incorrect because embedded rasterizing algorithms assure that text is sharply displayed
regardless of magnification. D is incorrect because screen magnification includes

magnification of the entire selected portion, including the mouse pointer. Additionally, another
common accessibility feature is mouse pointer magnification for the entire screen.
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25. A teacher is expected to respond to parent/guardian emails within 24 hours and regularly
upload content to the school's learning management system (LMS). The primary benefit of
this type of electronic communication is that it:

A. helps students assume greater accountability for their performance.
B. creates a public record to support assessment results.

C. allows the teacher to interact more frequently with students.

D. builds rapport and trust between home and school.

Correct Response: D. A strong partnership between home and school promotes student

learning and success. To build and support this partnership, teachers should provide

parents/guardians with thorough and timely communications. A and C are incorrect because

these communications include the parents/guardians, and not just students. B is incorrect
because these communications are mostly student-specific and would not be public record.
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26. Which of the following statements best describes a significant disadvantage of real-time
photo and video sharing during times of crisis?

A. False and inflammatory information regarding events can be communicated just as
quickly.

B. Governments can choose to block specific types of information from being
disseminated.

C. The speed at which information can be delivered decreases as the number of people
viewing it increases.

D. Businesses can also instantly capitalize on people's communication about particular
events through targeted advertising.

Correct Response: A. Because information is no longer curated by networks or regulated by
authorities, the public has become extremely vulnerable to false and misleading content. B is
incorrect because anybody can post anything instantly and there is no time for the
government to block it quickly enough. C is incorrect because the Internet is so robust that it
can handle massive numbers of users without any reduction in speed. D is incorrect because
targeted advertising does not depend on speed of posts and it is equally applicable at times
when there is no crisis.
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27. Two students are discussing a controversial article that they read on their favorite social
networking platform. The teacher can best help the students evaluate if the story is
reliable by recommending that they:

A. identify how many other people shared the story.

B. discuss the story with classmates to determine if they feel that the story is factual.

C. research the author's credentials and affiliations and consider potential bias.

D. find out if any of the network's most influential users have commented on the story.
Correct Response: C. To evaluate the reliability of content on the Internet, it is important to
investigate the author's credentials as well as any affiliations that could motivate their agenda
or create a bias. A and B are incorrect because the popularity of an article and its ability to

persuade do not prove its reliability. D is incorrect becau